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AD360

AD360 is designed for enviranments,
where it takes at least two of the following
to solve IAM challenges.

Choose what suits your needs and

combine them.

Talk to our technicians to understand our tools better

Bring Them Together
For Optimal Efficiency

AD3Z60 is a unified sclution for identity and
access management (1AM) needs of
organizations running on Windows-based
infrastructure. AD360 gives you the power
o combine any or all of the four
ManageEngine ADSolutions into
single-dashboeard, single sign on, and

single configuration 1AM fool.

AD360's offering is very good. It's an interesting mix of
solutions that caters to various |AM needs arising in our
environment. Both ADMP and SSP have gone a long way ta
simplify and automate our 1AM requirements. Product
development seems active, and most importantly,
ManageEngine support is responsive and helpful across all
the products we use.

Clive Newport
Head of IT Infrastructure and Support,
Vasanta Group
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ADSolutions

ManageEngine's Solutions
for the Microsoft Ecosystem

Active Directory Management | Active Directory Auditing | Log Management & SIEM | ©365 Management |
SharePoint Reporting | Active Directory Backup & Recovery | Password Self-Service | Password Syncing |
Exchange Reporting & Auditing | Change Auditing for NTFS, NAS, & SAN
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ADManager P

An Active Directory management &
reporting solution, which has more than
everything you had wished for in ADUC.

From a self-explanatory GUIl, manage
identities (accounts) in AD or extract

instant reports — all at the click of a

button! This tool can even turn HR

personnel into IT administrators.

FEATURES AND BENEFITS

From Exchange mailboxes to 0365 accounts, all user entitlements

can be provisioned from a single window or provisioning template

Provigions new user accounts automatically as the roster gels
updated. When accounts are terminated, it automatically archives
their home folders and revokes their group memberships / access

permissions

Be it “inactive account management” or & routine AD task, it can be

automated.

User management is all about changing any of the 150 user
attributes based on a situation. Use the prepackaged solution set to
re-provision accounts,

Say, you're perusing “Users without logon script” report and decide
that you'd assign logen script to certain accounts. Right from the

report, choose those accounts and assign the script!

Delegate tasks, not the control! With our delegation system and
Active Directory Workflow, you can safely delegate user
management tasks to business managers [ HR, and get them done

just the way you want it.

CUSTOMER QUOTES

We needed an AD product which the HR can use to manage
the users. We found ADManager Plus. With this software...you
don't have to be computer scientist. Even my boys, 11 and 12,
can doit. This product changed my career!

Margaret Sandler
IT Security Specialist, CareTech Solutions

| was looking for something that's intuitive, easy to use, and
cost-effective. | did a number of searches, | found ADManager
Plus and was imprassed, We purchased it. | can now certainly
see the benefits from reporting perspective and on-the-fly
changes that we can do from the reporls

Ashley Bukket

System Analyst, Macmillan Cancer Support

User management process is really well-thought out. | just have
to choose the right template based on the metrics, | don't have
to babysit the process anymore. | can hand it off to HR,
helpdesk, or even the hiring manager

Aaron Bockelie
Senior Systems Administrator, Warner Bros

Automated Office 365 and Google apps
provisioning

Exclusive Office 365 reporting

GUI-based NTFS permission
management

Ability to automate critical tasks and
report generation

Nested group reports and management
Mobile apps : Native Android & iPhone
apps to help administrators perform

basic AD management tasks right from
their mobile phones

&
» @

www.admanagerplus.com

support@admanagerplus.com
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ADSelfService Plus

ADSelfService Plus is an IT self-service
solution designed for Windows
environment. Inarguably the industry’s
most feature-rich IT self-service solution,
ADSelfService Plus can be implemented
independently or integrated seamlessly

with your websites.

FEATURES AND BENEFITS

Password Self-Service:

Enables end-users to reset their forgotten Windows & Mac
passwords {(or unlock accounts) without IT helpdesk's intervention,
Users can reset passwords from logon prompt (GINA) or via web
browser.

Password Synchronizer:
Synchronizes the users' passwords for various cloud/Saas apps with
Windows Active Directory passwords,

Password Expiry Notifier (Freeware):
Emails password expiry notifications to end-users, prompting them
to change their passwords before it's too late.

Self-Service Directory Updater:
Helps end-users update their profile info, which keeps the corporate
white pages up-to-date and accurate,

People Search:

A search tool for users to search and locate their peers’ contact
information. (As a bonus, IT administrators can search for a user’s
AD attributes such as "ObjectGUID", etc.)

Self-Service Group Subscriber:
Enables users to subscribe to their favorite mail groups, provided

those groups are distribution lists in AD and administrator has

permitied self-service.

CUSTOMER QUOTES

Superfast enrollment for 100% success rate

We have had almost 60% enroliment with ADSelfService
immediately, which is a good turn-out when asking students to
register for anything. Some have already taken advantage of
the tool

Robert Peterson
Technical Support Engineer

Easy & quick user adoption. Quick realization of ROI.

Users have commented how easy enrcliment is as well as the
reset tasks. CAMH will be able to save close to $26,000 a year
on sernvice desk calls related to Active Direclory password
resete, and will see a return of investment within the first 6
months of implementation

Margaret Sandler
IT Security Specialist, CareTech Solutions

Right mix of features for complete annihilation of password

reset tickets.

Autormatic alerts to users about password expiration date and
self-unlocking of accounts reduced involvement of IT support
by 40%.

Michael Kazmierczyk
Senior Specialist, Ministry of Environment

OTHER SALIENT ASPECTS
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ADAudit Plus

ADAudit Plus is an IT security and
compliance solution designed for
Windows-based organizations. It
provides in-depth knowledge about
changes effected to both the content and
configuration of Active Directory and
servers. Additionally, it provides thorough
access intelligence for desktops and file

servers (including NetApp filers), enabling

you to protect organization data.

FEATURES AND BENEFITS

Real-time Change Monitoring & Alerting for Active
Directory:

A 24x7 survelllance camera for AD! Any change, whether in AD or
some member server, is instantly notified with all the 4 Ws recorded:
"who" did "what"; from "where" and "when".

User Logon Monitoring:
Get a detailed report of the users’ logon and logoff activities, whether
they happen via workstations or terminal services,

Audit trail for admin & other privileged user activities:
Track what administrators do. Get details about activities carried out
by privileged accounts.

File Access & User Activity Auditing:

{covers Windows file server & NetApp Filers) Know what filesffolders
the users are accessing. Track every activity they carry out on a file
including reading, or deletion, or copying/moving of files.

Anomaly Delection:

Get alerted about unusual events that do not conform fo the
usualfexpected pattern of occurrences, say non-business logon
hours or dubiously high invalid logon attemnpts, before they could
magnify into catastrophes.

Contextual Analysis of Events:

Profile-based event trackers, filters, and event fetching rules enable
you to view every change and event from a broader perspective,
making incident detection easy.

CUSTOMER QUOTES

Identity & Access Intelligence: Prepackaged just the
way the industry needs it

Mo other software works as effectively or easy as ADAudit Plus.
MNone were as simple as but none were as simple ta install and
jump right in to start using. All audit requirements from HIPAA
are covered in ADAudit Plus. We have passed an in-depth PEN
audit test and several industry-related security audits because
we arg using ADAudit Plus. It's extremely simple and
cost-effective.

Renee Davis
ClO, Life Management Center, Florida,

Real-time IT Security at Nominal Costs

This tool helps me be in command of the technical environment
in my Active Directory network. It is easier to find logs and
manage more effectively. The low cost for the many features
got our attention.

Diego Pontes
Tecnisa SA

User-friendly and Complete

| highly recommend ADAudit Plus. Now, | can easily monitor
user logons, file deletions / modifications, changes in AD and
export them as reports. The friendly Ul and product support
before and after-purchase are excellent,

Huseyin Akbaba
Information Technologies, Rmk Marine

OTHER SALIENT ASPECTS
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Exchange Reporter Plus

Exchange Reporter Plus is an analysis
and reporting solution for MS Exchange
servers. Combining charts and
self-explanatory Ul, this software offers
valuable stats and analytics required by
Exchange administrators to keep their
organization’s email infrastructure at its
best. Additionally, it provides an audit trail
for crucial events such as mailbox

permission or property changes.

FEATURES AND BENEFITS

All-Inclusive Exchange Reporting:

Both the "must know" and "good to know" information is available for
every component of an Exchange infrastructure including
mailboxes, OWA, distribution lists, public folder (and its contents),
efc.

Mailbox Reports:

Offer a 360-degree view of all the mailboxes in the organization.
From mailbox size to permissions, svery detail is reported.
Additionally, you get to spot inactive or orphaned mailboxes,
enabling you to get rid of them and secure the infrastructure.

Email Traffic Reports & Security:

Email traffic through the mailboxes, distribution lists and public
folders are analyzed and repotted. Finer attention has been paid to
mailbox traffic, so that you get a complete picture of how mailboxes
communicate with each other or with external Internet domains.

OWA | ActiveSync Reports:

You can keep a watchful eye on OWA users through these reports,
Get a detailed summary of ActiveSync-enabled devices and
ActiveSync policies governing them. Supervise the ActiveSync
requests.

Exchange Server Auditing & Alerting:

Critical events such as changes to mailbox permissions or
properties gel reported. Alerts can be configured to detect alarming
events such as a store dismount, or dubiously high non-owner
mailbox logon, or someone tampering with "Send As" permissions.

CUSTOMER QUOTES

Self-Explanatory Reports To Help Exchange Management

We needed granular reporting on Exchange so we can have a
better understanding of the environment itself, and so that we
can begin to charge various projects for this core service use.
Exchange Reporter Plus gave all this — without having to
depend on powershell scripting.

Shannon Rubin
IBTS (Institute for Building Technology and Safety)

Easy Mailbox Size Planning

It was difficult to find out Exchange mailbox sizes and carry out
capacity planning. Exchange Reporter Plus reports helped us,
and we were able to decrease mailbox sizes and not add to
disk. And this tool was well within our budget.

Renee Davis

CI0O, Life Management Center. Florida

Reports, Stats, & Analytics in a User-Friendiy Ul

As a system administrator for an enterprise, | can say that
Exchange Reporter Plus is a great and easy ool to track your
Exchange environment, using a friendly web-based analysis
Ul With this tool, it's easy to get mail traffic stats, mailbox sizes
and properties, Very useful.

Tzachi Elkabatz

OTHER SALIENT ASPECTS
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ManageEngl e ) Universal Log Parsing and Indexing: Crystal Clear Analytics & Real-time Alerts for Swift Threat Detection

A unigue proprietary technology allows the tool to collect, analyze,
EventLog Analyzer

report on and archive logs from practically any machine as long as i . )

) An order of magnitude reduction in the time necessary to
the logs are in-an tnencrypled, hiumaa-readable fom: reviewing and analyzing logs. Additionally, ELA provides
real-time alerting of significant events. This facilitates rapid
Threat Detection by Correlation: analysis and reaction to events. Instead of days before

EventLog Analyzer is a log management A correlation framework driven by correlation rules — both built-in and identifying a significant event, the event is known in near real

; . user-provided — adeptly sifts through the aggregated log data for time and can be responded to before it becomes an issue
and analysis tool, which detects threats B Pty g agtes 9

suspicious activities, connects the dots and uncovers even those

to network quickly and easily. Designed threats that usually go undetected.
, Michael Thorp
to collect and process massive amounts B ) Principal Information Security Analyst, AAl Gorp, Textron, Inc.
, Vulnerability Assessment and Threat Analysis:
of log data practically from any o o ;

In addition to built-in reports, the tool also imports and analyzes logs

unencrypted log, this SIEM solution can from vulnerability scanners, end-point protection and DLP software

easily scale out your IT deployments and to identify network vulnerabilities, so that you can prioritize the risks

: and mitigate threats. Best-in-class Intrusion Detection, Economical Pricin
protect them from any kind of threat - §
regardless of whether they emanate from Real-time Alerts and Follow-up Actions: Windows event logs and device Syslogs are a realtime
inside the network or outside of it. The solution enables you to configure reaktime alerts for critical synopsis of what's happening on a computer nebwork.

events or contingencies. Not just real-time alerts via email or SMS, Eventlog Analyzer is an economical, functionai and
the tool can also trigger follow-up actions such as activating a sedy-to-tiiliss ook that-allows: me o know what's gaing on. in

B ———— the network. It's a premium intrusion detection system.

Powerful and Swift Log Search:
Searching terabytes of log data to locate a security event is Jim Lloyd
effortless. From wildcards to advanced search, the tool equips you Inierrmgics: Systarms Manager, Pt Mousimsi B

with powerful log searching capabilities to zero in on the security

event.

A Scalable Tool Trusted for IT Compliance Demonstration

Credit Union of Denver has been using EventLog Analyzer for
more than 4 years. Provides great value as a network forensic
tool and for regulatory due diligence, This product can be
rapidly scaled to meet our dynamic business needs.

Benjamin Shumaker
Vice President of IT/ 15O, Credit Union of Denver
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RecoveryManager Plus

RecoveryManager Plus is an Active
Directory backup and recovery solution
which streamlines AD change
management. It's engineered to take
away all the pain and effort involved in
one of the most dreaded IT tasks: Active
Directory backup and recovery, With its
neat Ul and design, the tool enables you

to effortlessly restore AD objects to a

preferred state or specific point in time.

FEATURES AND BENEFITS

Self-Explanatory Ul and Simple Recovery Process:
From a friendly Ul accessible via a web browser, recover deleted
Active Directory objects or undo inadvertent changes to objects
without much ado.

Automated, Schedulable Active Directory Backups:
The tool automatically backs up Active Directory objects as per the
backup schedule configured by you.

Uptime-Friendly Active Directory Recovery:
There is no need to stop or restart Active Directory while recovering
deleted objects or undoing object changes.

Versions for Easy Point-in-Time Restoration:

Changes to objects happening at a point in time are grouped and
earmarked, making it easier for you to roll back an object to a
desired state,

Comparative Review of Changes:

Alongside the current value of an object attribute, the tool lists down
a neat record of all the values the attribute had previously held. This
enables you to comparatively analyze the changes and decide what
is best to restore.

Complete or Granular Recovery:
You can either restore a whole Active Directory object or selectively
restore a few of its attributes.

www.recoverymanagerplus.com

support@recoverymanagerplus.com
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FileAudit Plus

FileAudit Plus is an exclusive change
reporting and alerting toaol for Windows
file servers. It reports on any change
made to files, folders, and shares — in
REAL TIME. Additionally, it can instantly
alert about file changes and modification
attempts, both successful and
unsuccessful.

FEATURES AND BENEFITS

Complete Insight into Every Change
Offers you full details about who made a change, what the change
was, and when it was made.

Reports on File Permission Changes
The tool exclusively reporis about changes to file permissions and

awners.

Configurable Real-time Alerts

Configure the tool to alert you on critical events such as failed
atternpt to read/ write files, file creation/ delstion, file permizsion
changes, and more.

Data Visualization & Self-Explanatory Reports

Offers file audit data in a simplified format supplemented with graphs
and charts, which makes it easy for even non-IT staff to spot
anomalies and report them,

Light, Unintrusive Agents
The tool employs lightweight agents on file servers, which, without
intruding with the system, collects the file audit data.

Makes Compliance Demonstration a Cakewalk

Whether PCI DSE or HIPAA, data integrity and protection is the
cornerstone, which can only be accomplished with a file auditing
system. FileAudit Plus's built-in reports and real-time alerts provides
enocugh data to demonsirate any |IT compliance in Windows

environmeants.

www.fileauditplus.com

support@fileauditplus.com
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SharePoint Manager Plus

¥

This SharePaint reporting and auditing
tool puts you in control of your
SharePoint implementation. Besides
offering complete visibility of SharePoint
infrastructure, it presents all the data it
takes to manage it. Additionally, the tool
tracks and alerts about changes to
SharePoint server configurations and

security settings.

FEATURES AND BENEFITS

Enterprise-wide Visibility

From server farms to documents, every aspect of SharePoint
infrastructure is identified and reported, no matter how wide the
enterprise is. Nothing is missed irrespective of whether yours is an
an-premise, hybrid, or cloud implementation.

Exclusive Reporting for SharePoint Online

Predefined, out-of-the-box reports for your SharePeoint Online.
Sample: Document Libraries with more than 1000 items/ Explicit
Permissions/ Unmodified for 2 monihs.

Permission Tracking

The tool scans the entire farm(s) and reports in detail the different
permissions a user holds on the different sites in the farm. (Directly
assigned permissions are identified too.)

Tracking Changes to SharePoint Content
Changes to all SharePoint content - including changes to audit
sattings themselves, documents checked infout along with timings —

are captured and documentead.

Security Configuration Change Auditing
From changes to groups to unique permissions set, every change
critical to SharePoint access and security is audited.

Prompt Alerts for Better Security
The toal can be configurad to alert any change (whether to content
or security settings) in the SharePoint ecosystem.

www.sharepointmanagerplus.com

support@sharepointmanagerplus.com
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AD360

PRODUCT PRICING AND LICENSING INFORMATION

Product is licensed. ..

# of domains

# of users

# of domain controllers

# of mailboxes

# of objects

# of log sources

# of monitored file servers

# of managed farms

As per the license
specifications of individual
AD components.

Price

Starts at $495
{for 1 domain and 2 helpdesk
technicians)

Starts at $595
(for 500 users)

Starts at $495

{for 2 domain controllers)

Starts at $295

(for 100 mailboxes)

Starts at $395
(for 250 AD objects)

Starts at $495

(for 10 log sources)

Starts at $395

{for 2 file servers)

Starts at $495

(for 1 farm)

FREE for those who're already
using multiple ManageEngine
AD products

Lowest Configuration
Starts at $790
(Components: ADManager Plus +
Exchange Reporter Plus)



